Provincial Grand Chapter of Berkshire
OUTLINE OF THE REQUIREMENTS OF THE DATA PROTECTION ACT 1998 AND GENERAL DATA
PROTECTION REGULATIONS APPICABLE FROM THE 25TH May 2018
As applicable to Royal Arch Chapters
This document sets out guidance that is intended to provide assistance to Chapters in relation to how
personal information relating to individual Companions MUST be handled by each Chapter of which the
Companion is a member. There are certain principles and requirements imposed by the Data Protection
Act 1998 that MUST be followed.
This guidance is not an exhaustive overview of the provisions of the Act: the purpose is to identify the
principles and the requirements of key significance that are likely to be of importance to individual
Chapters in the way they deal with the information that they keep about their members.
This guidance will address the requirement to obtain a Companion’s consent before his personal
information is handled. It will also address the requirement to designate a nominated ‘data controller’
under the requirement of the 1998 Act.

The new General Data Protection Regulations (GDPR)
The Data protection Act 1998 governs the collection, recording, storage, use and disclosure of personal
data, whether such data is held electronically or in manual form. The following subjects will be covered






What is ‘Data Protection’?
What is “Personal Data’?
What are the rules?
How does Data Protection apply to a Chapter?
How Personal Data must be processed.

What is ‘Data Protection’?
Data protection aims to protect individual Companion’s right to privacy by regulating how organisations
obtain, store and use their personal data. Therefore these rules provide Companions with certain rights
whilst also imposing certain rules and obligations on Chapters.
Data protection is governed by the Data Protection Act 1998 and the new General Data Protection
Regulations, which turn are overseen by the Information Commissioners Office (ICO).
These rules apply particularly to computer or automated records (including email), but also to manual
records.

This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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Examples of automated records include:
 Computer files – files stored on hard file or floppy discs, CD Roms, DVD’s, hard disks or back up
files
Examples of manual records include:
 Files on members, minute books, Summonses
 Index systems, names, addresses and other details
A simple reference to an individual Companion is not necessarily classed as personal data. The minutes
of a meeting will NOT be considered personal data about those attending the meeting. However if an
individual Companion was specifically mentioned and is identifiable from such details in those minutes,
then this will be personal data for the purposes of the legislation. E.g. if the minutes state that Bro xxx
was Exalted into Royal Arch Masonry and make no further mention of any personal details then those
minutes are not classed as personal data. If however those minutes state that Bro xxx (Full name, date of
birth and address) are entered in the minutes then this WILL be personal data for the purposes of the
legislation.

What is personal data?
This is any information held about an individual Companion who can be identified from the information
itself. Names, addresses, telephone numbers, email addresses, a photograph or other specific
information.
Information held on a computer, or is intended to be held on a computer, is covered by the legislation.
Therefore any information held about an individual Companion that is kept on a computer is clearly
covered by this legislation, as is the way in which that information is handled and maintained.
Information that is not held on a computer must also be handled and stored in a way that protects that
data as it is subject to the same data protection principles.

What are the rules?
The legislation states that when processing any personal data the Data Controller must apply basic Data
Protection Principles.

What is processing?
Processing has a wide meaning and includes all aspects of handling personal data e.g. from obtaining,
recording, retaining (including editing and revising it), storing, sharing, archiving and destroying it.

What is a Data Controller?
A Data Controller is any person or an organisation, who, acting alone or with others, determines what
personal data is held, why it is held and how it is processed. Data Controllers are responsible for ensuring
compliance with the legislation.
As each Chapter falls within this definition it is recommended that each formally appoints one or two
individuals within the Chapter to have sole responsibility for determining how the personal information
that is held by the Chapter is handled. This will help to ensure compliance within the requirements of the
legislation and a consistent approach to data processing within each Chapter. A sensible suggestion
might be to appoint the Scribe E, with either the Assistant Scribe E or the Treasurer, as the ‘Data
Controllers’.
This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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What are the Basic Data Protection Principles?
The basic principles address fairness, lawfulness, relevance, excessiveness, accuracy, up-to-datedness
and security. When processing personal data, the Data Controller MUST ensure that the data is:








Processed fairly and lawfully;
Obtained for a specified and lawful purpose;
Adequate, relevant and not excessive for purpose;
Accurate and up-to-date;
Kept only for as long as is required;
Processed in accordance with the data subjects rights;
Kept secure.

How does Data Protection apply to a Chapter?
As mentioned previously each individual Chapter is considered to be a ‘Data Controller’, but it is better
to have appointed one or two individual Companions within the Chapter who will have overall
responsibility.
All Chapters are subject to the data protection rules in full and MUST comply with the ‘Basic Data
Principles’ above when processing Personal Data.
The following are some basic rules to be applied:

When obtaining Personal Data








Have legitimate ground for collecting and using it in the first place.
Be transparent about the purpose for which it is collected and who it will be shared with by
providing privacy notices when collecting it. (An example of a privacy notice that a Chapter might
wish to use is at the back of this document at Appendix 1)
Ensure you have the consent from the individual Companion, for many immediate purposes,
consent can be implied, as the individual Companion will know why they are providing it. (See
Appendix 2 for a copy of the Statement supporting implied consent, for the “Legitimate
Interests” of Chapter membership.)
Personal Data must not be kept for any longer than is necessary to fulfil the purpose for which
the data is kept.
Measures must be taken to ensure that Personal Data is not processed in a way that breaks
criminal or civil law, and to ensure that Personal Data is not accidentally lost, destroyed or
damaged.

When retaining Personal Data






Only hold and retain data sufficient for the intended purpose.
Take reasonable steps to ensure the accuracy of that data.
Update, edit and revise it regularly in accordance with the purpose it was collected e.g. changes
to names, addresses, contact details etc.
Review how long it should be retained in accordance with the purpose it was collected.
Give individual Companions access to their personal data.

This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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When storing Personal Data





Ensure secure system policies of storage, including encryption where necessary to prevent
accidental loss or breaches of security. Electronic Personal Data held on a computer should be
password protected. Manual records of any Personal Data i.e. minute books, minutes,
Summonses should be kept in a secure place.
Be clear who is responsible for ensuring that security.
Swiftly and effectively respond to any breach of security.

When sharing Personal data









Personal Data must always be processed fairly, handled for the intended purpose and only in
ways that the individual Companion would expect. This means that the Data Controller should
not share the Personal Data without legitimate reason.
Share Personal Data only within the Chapters of Berkshire Province, Provincial Grand Chapter
and Supreme Grand Chapter for legitimate purposes only, and on a need to know basis.
E-mail communication. Extra care MUST be taken when using email, which, once sent, can easily
be shared beyond your control. Therefore you should always consider the contents of email
communications carefully to ensure that if they contain Personal Data they are sent with caution
and only to those who will safeguard that Personal Data and not share it with anyone without
legitimate reason.
It is strongly advised that when sending an email to members of the Chapter, or to other
Chapters, that the email is sent Blind Copied (Bcc:) to ‘undisclosed recipients’ Type “Undisclosed
Recipient” in the To: field, followed by your email address in < >. For example type Undisclosed
Recipients<example@example.com>. In the Bcc: field type all the email addresses that the
message should be sent to, separated by commas. If the recipients are already contacts, it
should be fairly easy to start typing their names or email addresses so that the program will auto
fill those entries.
Mark emails “Confidential” or “For Recipient Only, Not to be Shared”, etc., where sensitive or
private information is included in the message.

This has two positive benefits, firstly you will be sure the email has been sent and secondly each
recipient will only see their details on the email.

When deleting, destroying or archiving Personal Data


Delete or destroy when no longer required. This will mean when a Companion resigns from the
Chapter, when excluded or is no longer a member through cessation his Personal Data must be
deleted, unless there is a legitimate reason for retaining it.

Exemption from Registration
The exemption from Registration applies to not-for-profit organisations, which do not have to register as
a ‘Data Controller’ where certain specific criteria apply. It should be stressed that the exemption is only
to registration: the Chapter must still comply with the requirements and principles when processing
Personal Data as laid out in this document.
This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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In order to come within the scope of exemption, the processing of the data must be for the purposes of:




Establishing or maintaining membership of the Chapter, or
Establishing or maintaining support for the Chapter, or
Providing or administering activities for either the members of the Chapter or those who
regularly have contact with it.

Additionally, the Personal Data must consist of:



The name, address and other ‘identifiers’ of the individual Companion (i.e. information from
which the identity of the individual can be known), or
Information relating to other matters that require to be processed for the purposes set out
above (i.e. establishing or maintaining a membership/establishing or maintaining support/
providing or administering activities).

Further information and Registration if necessary can be done online at https://ico.org.uk/fororganisations/register/ The annual registration fee is currently £35.

This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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Appendix 1
Data Protection Privacy Notice
In order to comply with the conditions of exemption from registration as data users under the Data
Protection Act and the General Data Protection Regulations, I hereby give notice that the personal
data consisting of names, addresses, and where disclosed, their telephone numbers and email
addresses, is held and processed by computer on behalf of the xxxxxxxx Chapter No xxxx for the
purposes of distributing information to members, preparing address labels and revising
membership lists for use by the Provincial Grand Scribe E’s and the Grand Scribe E’s respective
offices as necessary for the administration of the Chapter’s affairs. The information held will not be
communicated to any third parties, without specific approval, nor will it be subject to other
automatic processing. If it is inaccurate in any way, or if you have objection to this data being held
on a computer system, please inform the Chapter Scribe E in writing.

This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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Appendix 2
Data Protection Notice – (insert Chapter name) Chapter No. 0000
Your data
This notice is for all candidates and Royal Arch Masons of – (insert Chapter name) Chapter. It
applies to the processing of your personal data by the Chapter and the Province.
Section I sets out the purposes for which your data will be used by the Chapter if you are a
candidate.
Section II sets out the purposes for which your data will be used by the Chapter if you are a member.
Please note that your personal data will also be processed by the Supreme Grand Chapter and the
Province of Berkshire as separate data controllers and so you are also referred to their respective
Data Protection Notices.
I.

Use of your data during your application to become a Royal Arch Mason

As a candidate to become a Royal Arch Mason, you consent to the processing, retention and sharing
of your personal data for the purpose of assessing your membership application and any other
Masonic applications you may make.
You can withdraw your consent and request erasure of your data at any time prior to your
Exaltation by notifying your proposer and seconder that you wish to cancel your application.
II.

Use of your data after you become a Royal Arch Mason

As a Royal Arch Mason your data will be processed, retained and shared for any reasonable
purposes required by the Book of Constitutions or the bodies it sanctions from time to time. These
purposes include, but are not limited to, the following purposes:
1.
2.
3.
4.
5.

Assessing any Masonic applications you make;
Registering you as a member of Royal Arch Masonry;
Receiving communications to which you are entitled as a Mason;
Recording the progress of your career in Royal Arch Masonry; and
Masonic disciplinary processes.

This data will cease to be used when your membership lapses.
Please contact the Chapter Scribe E. by post or email: (insert Scribe E. name, address and post code)
email: (insert Scribe E email address)
if you wish to stop the Chapter processing your data, or you need to amend it.
The legal bases on which your personal data will be used in accordance with this Section II are:
1. The legitimate interests of the (insert Chapter name) Chapter , Province and Supreme Grand
Chapter as not for profit membership organisations; and
2. The fulfilment of contractual obligations owed to you by your Chapter .
In this notice “Book of Constitutions” means the General Laws and Regulations established by the
United Grand Lodge of England and the Supreme Grand Chapter for the Government of the Craft and
the Order of Royal Arch Masons of England from time to time.

This document has been produced to provide a general and non-exhaustive guidance to Chapters in the
Province of Berkshire as to the operation of the Data Protection Act 1998. It does not set out legal advice.
Should any Chapter have any specific queries or concerns about its obligations under the 1998 Act, these
should be raised with the Provincial Chapter Office in the first instance before any action is taken.
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